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A B S T R A C T 
The opening chapter dwells on how supply chain managers became aware of a new operating 
environment after the terrorist attacks on the World Trade Centre and the Pentagon on 
September 11 , 2 0 0 1 . These events exposed the pre-existing and latent risk of disruption to 
supply networks from terrorist attacks. The risk was there all along but the attacks brought 
home the reality and the sheer vulnerability in everyone's minds. Sri Lanka is not different to 
4 USA. The country faces terrorist attacks to its infrastructure, business interests and key 
financial institutes such as the Central Bank of Sri Lanka. Furthermore, these events began to 
expose the total interdependence that exists between all firms in the supply network. The 
interdependence also includes reliance on those Sri Lankan Government agencies involved 
with inbound and outbound material flows and transportation infrastructure. Given these 
interdependencies, i f one firm fails in the supply network, the entire network performance is at 
risk. Understandably, this constitutes a new operating environment where firms need to think 
in terms of their supply network and not just their individual performance. 
^ The new operating environment calls for designing security and building resilience into the 
supply network. Security and resilience are unique characteristics that require distinct plans in 
order to develop and create these characteristics within the firm. Fortunately, there are several 
actions that firms can take which wi l l contribute to both improved security and resilience. 
Improvement in security does not guarantee resilience. Neither does the addressing of 
resilience issues bring about security. The experience is that it is critical to design for both 
security and resilience. 
New organizational capabilities are also called for in this environment. Specifically, firms wil l 
• need to pioneer new relationships with Government agencies that now share responsibility for 
making the supply network secure and resilient. Additionally, firms wi l l need to develop 
deeper relationships with suppliers and customers in their supply networks to jointly build a 
more secure and resilient network. Internally the largest organizational challenge may be in 
establishing at the individual level, a solid understanding of the interdependence of the 
systems, and the educational and training systems needed for robust network designs and 
1> 
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planned responses to disruptions. The Centre for Transportation and Logistics and the School 
of Management of Cranfield University prepared a practical guide and self assessment to 
understand the supply chain risks. This develops into the response to terrorist attacks and the 
change in the operating environment. 
Redundancy, flexibility, vulnerability, visibility, velocity, acceleration, Collaborative planning 
and agility relationship are identified and extracted through an extensive literature survey 
described in chapter 2. 
Chapter 3 describes the methodology of the research and the data and information collation 
procedures. 
Past, present and future Corporate, Government and insurance industry responses to the 
terrorist disruption and natural disasters are identified. Also the risk identification 
methodologies, mapping risk, risk assessment and identifying benefits are discussed. The role 
of technology (Risk identification, analysis and mitigation) is also discussed in chapter 4. 
"Ultimately, you need to tie risk (of attack, disruption) to business performance." Chapter 5 
expands on these insights and builds a useful foundation for managers to use in designing their 
response in anticipation of future inevitable disruptions to the supply network by terrorism. 
The final chapter lists the steps to reduce vulnerability, its justification and setting up of 
Distribution Response Centre. 
xi i 
